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a) 

The goal of this thesis is to work out the principles for improved business process 

evaluatings using the example of fraud risk assessments during company statement audits and 

to provide algorithmic solutions to increase both efficiency and effectiveness of the assessment 

process. The major standards for fraud risk assessments in US GAAP and IFRS audits require 

the auditor not only to focus on auditing documents and procedures, but also to interview 

employees of the audited company with varying levels of authority. Therefore, in order to 

increase effectiveness and efficiency of the fraud risk assessment process, the used machine 

learning tool hase to be able to combine risk indicators based on financial ratios, but also results 

and findings from the interview process, even if they just point out factors accompanying fraud, 

not causing it. With Bayesian Networks, it is possible to integrate the human expert into the 

reasoning process, whose prior belief can be refined using additional evidence, which leads to 

a posterior belief and so on. Also, Bayesian Networks provide a quite intuitive way of modelling 

causal relationships. The user is able to make probability-based predictions even with 

incomplete data without the burden of acquiring all necessary parameters. Instead, additional 

parameters just increase the data quality as in the case of using prior knowledge of previous 

fraud audits. The author has realized implementations for probabilistic machine learning 

solutions for the direct or indirect assessment of fraud risks. The first one has been named 

FRAUD DETECTION and was designed in the development shell SPIRIT using propositional 

logic. To demonstrate the possibilities of Bayesian Networks in more complex assessment 

situations in which it is necessary to identify risk or control characteristics of specific instances, 

Bayesian Logical Programs have been used to develop the second machine learning solutions 

ICS RISK.  For FRAUD DETECTION, a wide set of possible fraud types has been chosen. 

Also, several indicators, consisting of “red flags” and certain ratios has been modelled in the 

knowledge base to measure the occurrence risk of the several fraud types. The implementation 

demonstrated the usefulness of pure indicator based applications which learn from past 

experience. Also in ICS RISK as a control-based, indirect measure to assess fraud risks, the 

results have been generally reasonable. With ICS RISK, it is possible to implement relational 

logic based structures and differentiate between control and control owner. As a Bayesian 

Network implementation, ICS RISK can integrate the functionalities of FRAUD DETECTION, 

too. Both implementations showed the overall appropriateness of probabilistic learning 

techniques to assess fraud risks in an audit. Generally, there is a need to research possible 

application areas of machine learning technologies in the other business process areas in order 

to learn the specific opportunities and limits regarding chosen machine learning solutions.  
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