
SUMMARY 

Managing data security and associated risks in the context of digitalization of accounting processes 

is a contemporary issue that significantly affects the accounting profession, so therefore 

practitioners need to acquire new skills to effectively use the new technologies that will be adopted 

and to be able to address the emerging risks. This paper provides a comprehensive picture of the 

data security and evolution of the accounting profession by focusing the research efforts on the 

academic environment, international professional bodies, the business environment, highlighting 

the consequences of evolution of the accounting profession, emerging technologies and associated 

risks, and also on the perception and vision of professional accountants. The research is focusing 

on information security and the ways in which practitioners can improve their professional skills 

to effectively address the vulnerabilities generated by the technologies they use. The conducted 

study shows that there is a gap between the expectations of the professional bodies and the IT skills 

that future practitioners acquire during the academic programs at the level of emerging countries 

within the European Union. At the national level, there is an increase in the awareness level of 

professionals regarding the impact of risks from the adoption of emerging technologies, but they 

consider that they do not receive enough information from professional bodies and companies to 

assume the role of protectors of accounting data. At the European Union level, the research 

conducted reveals that the business environment does not have higher expectations regarding the 

IT skills of the practitioners, which is why employers' requirements towards graduates are rather 

low, mainly focusing on computer accounting applications and spreadsheets. The paper 

summarizes the recommendations for accountants, businesses and academia toward supporting the 

evolution of the profession and effectively managing the security risks associated with the 

digitalization of accounting processes. 
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