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SUMMARY
Over time, the offenses of counterfeiting currency or other values ​​have been a subject of interest for legal researchers, being criminalized in all eras. The dynamics of legislative changes, of counterfeiting methods, but also of financial technologies, justified the interest in this research topic.

Counterfeiting currency or other values ​​is a current phenomenon with cross-border implications, and its criminalization aims to criminally protect social relations that target public trust in the authenticity of currency or other values, without which their circulation would be impossible or much more difficult.

The acts of counterfeiting currency or other values present a very high degree of social danger in terms of the damaged social values, being consequently sanctioned with imprisonment sentences, in an increased amount. These acts can lead to the damage of the financial interests of individuals and institutions or authorities issuing currency or credit instruments, to the destabilization of the monetary system and related economic relations.

The objectives of the research are: explaining some general and conceptual notions, presenting the historical evolution of the criminalization of counterfeiting currency or other values; highlighting the similarities and differences between the national regulation on counterfeiting currency or other values and the regulations of other member states of the European Union on the matter; analyzing the structural elements of the offenses regarding counterfeiting currency or other values and clarifying some controversial issues; presenting some procedural-criminal and forensic aspects regarding counterfeiting currency or other values; analysis of judicial practice in the matter of counterfeiting currency or other values; drafting conclusions and proposals de lege ferenda. 

The expected results are: creating a scientific vision on the terminology and historical criminalization of counterfeiting of currency or other values; identifying appropriate legislative elements to improve Romanian legislation on counterfeiting of currency or other values, modeled on the regulation in the legislation of the European Union member states; knowledge and understanding of the conditions for applying the incriminating norms regarding counterfeiting of currency or other values; knowledge and understanding of judicial procedures, the methodology for investigating offenses regarding counterfeiting of currency or other values ​​and the methods of forgery; amending and supplementing the legislation regarding counterfeiting of currency or other values, accordingly.

Given that the research has a multidisciplinary nature, qualitative methods and other methods specific to legal research were applied, such as the logical method, the historical method, the comparative method, the sociological method. Also, the main scientific sources were used, namely treaties, monographs, law journals, courses, commented and annotated codes and laws, general and special legislation, jurisprudence (physical and digital sources), by accessing online search engines, virtual legal libraries, legislative portals and sites related to scientific journals. In the case of comparative law, the work "Codex penal" was used, in physical or digital format, by accessing the official website of the Ministry of Justice, as well as the criminal legislation in force of the member states of the European Union, in physical or digital format, by accessing the N-Lex portal and other profile sites. Regarding jurisprudence, magazines and collections of judicial practice were studied, the portal and websites of Romanian courts were accessed, as well as virtual legal libraries.
1. Terminological, conceptual and historical considerations regarding the object

of counterfeiting currency and other values

Currency. The need to facilitate the exchange of goods and services, greatly hampered by barter practices and labor specialization, was the determining factor for the emergence of currency.

The first coins appeared in China, in the 11th century BC, in the form of metal ingots, initially without monetary signs. Later, in the 7th century BC, minted coins appeared in Lydia (Asia Minor), made of gold and silver, with an official effigy.

On the territory of our country, the first coins were drachmas, made of silver by the Greek city of Histria, in the 5th-6th centuries BC.

A currency can be both a piece of metal or paper, with official signs, established by law, with exchange and payment functions, and an immaterial entity of value, stored on an electronic medium, recognized or not by law, but accepted by the state and users in payment transactions.

Credit instruments. The process of legislating credit instruments began in the second half of the 19th century, at the initiative of the Dutch government, in the context of the growing importance of this type of instrument in international trade.

In 1934, Romania adopted two special laws, in accordance with the provisions of international conventions on the subject, namely Law no. 58/1934 on bills of exchange and promissory notes and Law no. 59/1934 on checks, which are still applicable today.

Credit instruments are valuable documents that allow the holder to exercise the right mentioned in their content, at a certain time.

According to their content, credit instruments are classified into: commercial effects (bill of exchange, promissory note, check); securities (shares and bonds); titles representing goods (bill of lading, deposit receipt, warrant).

Payment instruments. The payment instrument may be cash or a substitute, an object, a device, a document, a form, a computer program or application, a record or a set of procedures, which are used to perform payment operations (transfer of funds).

The payment instrument may have a material form (coin, banknote, credit instrument, payment order, physical card, hardware wallet) or immaterial form (virtual card, online wallet, internet-banking, mobile-banking, credit instrument in electronic format).

According to their nature, payment instruments are classified into two categories: cash payment instruments (currency); non-cash payment instruments (bill of exchange, promissory note, check, payment order, card, electronic wallet).

The bill of exchange, promissory note and check are, at the same time, credit instruments and payment instruments.
Stamps and postal papers. A postage stamp is a valuable paper issued and put into circulation by the competent authority of the state, representing proof of the advance payment of the fee corresponding to the postal item, being applied to it.

A postage stamp is defined as a valuable imprint, issued or accepted by the postal administration of a state, which proves the advance payment of postal fees related to the transport of correspondence, being applied or printed on an envelope or postcard or on other postal items, having various forms. The first postage stamps were produced in England, with the aim of standardizing postage rates, and were put into circulation on May 6, 1840. On the territory of Romania, the first postage stamps were produced in Moldova, being put into circulation in July 1858.

Postal items are envelopes, aerogrammes, postcards and any other similar objects with a printed stamp that prove the advance payment of the postal mail transport service.

2. Historical references regarding the regulation of counterfeiting currency of other values
Regulation counterfeiting currency or other values in ancient times. The geto-dacian normative system also included criminal norms that sanctioned acts dangerous to social order, with offenses against the person, property or state being severely punished. Counterfeiting of currency was an offense against the state, in its broadest sense, with currency emanating from state authority, as a symbol of sovereignty. There is no written evidence regarding the penalties applied for counterfeiting currency, but the geto-dacian punitive system was so severe that it can be assumed that, in this case too, capital punishment was applied.

After Dacia came under roman occupation, roman law (jus gentium) was applied, with some laws of the Dacian state also being preserved. Counterfeiting of currency was just as severely punished during this period, with corporal punishments that could take life in various forms being applied.

Regulation counterfeiting currency or other values in medieval times. Like the ancient period, the laws of the Middle Ages provided for the same harsh regime of sanctions for counterfeiting currency or putting them into circulation, acts incriminated by the rules with criminal provisions. During this era, the following were printed, in chronological order: "The Rule of the Holy Apostles" (1570-1580), "The Chosen Rule" (1632), "The Rule of Govora" (1640), "The Seven Secrets of the Church" (1644), "The Romanian Book of Education" (1646) and "The Correction of the Law" (1652), "The Little Manual of Laws of Alexandru Ipsilante" (1780).
Regulation counterfeiting currency or other values in modern times. The following normative acts formed the basis of modern Romanian criminal law: "Andronachi Donici's Code" (1814 – Moldova); "Caragea's Law" (1818 – Wallachia); "Criminal Code with its Procedure" from Moldova (1820, 1826); "Criminal Code with its Procedure" from Wallachia (1841, 1852, 1862); "Organic Regulations" (1831 – Wallachia; 1832 – Moldova); the Criminal Code of 1865 and the Criminal Code of 1937.

The Criminal Code of 1865 criminalized the counterfeiting or alteration of gold, silver or copper coins that were in circulation on the territory of the country, as well as stamps, banknotes or other payment instruments.

The Criminal Code of 1937 sanctioned the counterfeiting or alteration metal coins, banknotes and other national or foreign values, with a legal or commercial value on the territory of the country or abroad, as well as the circulation or use of counterfeit values. Compared to the previous codes, the Criminal Codes of 1865 and 1937 were more comprehensive and better systematized, regulating a variety of criminal hypotheses, in accordance with international rigors, which were taken over, developed and updated in the Criminal Code of 1969. Also, compared to the beginning of the modern era, a milder and more humane punitive regime was opted for, with custodial, pecuniary and restrictive penalties prevailing.
Regulation counterfeiting currency or other values in contemporary times. Currently, the main normative act of a criminal nature is the Criminal Code in force, which has been in force since 1 February 2014. Before this code, the Criminal Code of 1969 was applied, amended several times over time.

The Criminal Code of 1969 criminalized the counterfeiting of metal coins, banknotes, credit or payment instruments, stamps, envelopes or postcards, travel or transport tickets, as well as the counterfeiting of other national or foreign values. It also criminalized the putting into circulation or possession with a view to putting into circulation of counterfeit values, as well as the manufacture or possession of instruments or materials for the purpose of counterfeiting values ​​provided for by law. The code provided for penalties of imprisonment, fines, and in more serious cases, imprisonment was cumulated with the prohibition of certain rights.

The Criminal Code of 2014 regulates forgery offenses similar to those in the previous Criminal Code, with the difference that in the first case, incriminations related to new technologies are also included, sanctioning the counterfeiting of non-cash, material or immaterial payment instruments, as well as the manufacture, receipt, possession or transmission of computer data or hardware or software equipment, with the aim of serving to counterfeiting non-cash payment instruments. The same categories of punishment are provided, such as imprisonment, fine and prohibition of certain rights, but the punitive regime is much milder than the previous law.
3. Content analysis of the offenses of counterfeiting currency, stamps or other values
Structure of incriminations, concept and characterization. The group of offenses of counterfeiting currency, stamps or other values ​​belongs to the first chapter of Title VI of the Special Part of the Criminal Code in force and includes the following acts: counterfeiting currency (art. 310); counterfeiting credit instruments or payment instruments (art. 311); counterfeiting stamps or postal papers (art. 312); putting counterfeit values ​​into circulation or acquiring counterfeit non-cash payment instruments (art. 313); possession of instruments for counterfeiting values ​​(art. 314); fraudulent issuance of currency (art. 315); counterfeiting foreign values ​​(art. 316).

The offenses of counterfeiting currency, stamps or other values ​​are regulated in various incrimination variants, namely standard, assimilated, mitigated or aggravated variants, as the case may be, and present one or more normative modalities. Also, these offenses can be committed in numerous factual ways, which will be taken into account when assessing the concrete social danger and the gravity of the act, within the process of judicial individualization of the punishment.

The importance of incriminating these acts of forgery lies in the abstract social danger resulting from the alteration of the truth regarding the authenticity of valuable things, with probative properties, such as currency, stamps, credit instruments, payment instruments or other similar values.

Pre-existing conditions. The generic legal object of the offenses of counterfeiting currency, stamps or other values is those social relations that are based on public trust, protected as a social value by means of criminal law.

The special legal object of the offenses of counterfeiting currency, stamps or other values essentially concerns social relations regarding public trust in the authenticity of currency, stamps or other values.

The material object of the offenses of counterfeiting currency, stamps or other values is different depending on whether the forgery is carried out by alteration or counterfeiting. In the case of alteration, the material object is the valuable thing itself subjected to the forgery action, and in the case of counterfeiting, it is the material used in the manufacturing operations of the counterfeited piece. In the case of possession of instruments for counterfeiting values, the material object is represented by the instruments, materials, equipment or any other means suitable for counterfeiting values that are in the possession of the perpetrator. 

The direct active subject (author) of the offenses of counterfeiting currency, stamps or other values ​​is any person who meets the conditions of criminal liability. However, most often, the author has certain skills or a position that allows him to create a counterfeit as close to the truth as possible or to fraudulently make authentic currency.

The passive subject of the offenses of counterfeiting currency, stamps or other values ​​is the institution issuing the currency, stamps or other values, as the main subject, and any person harmed by the counterfeiting of these values ​​or by the fraudulent issuance of currency, as the secondary subject.
Legal content. The material element of the offenses of counterfeiting currency, stamps or other values consists of an actual action of altering the truth, namely an action of fraudulently making an authentic currency, but also of other related actions such as putting into circulation counterfeited or fraudulently made values ​​or possessing instruments for counterfeiting values.

The immediate consequence of the offenses of counterfeiting currency, stamps or other values consists of creating a state of danger on social relations regarding public trust in the authenticity of currency, stamps or other values.

The causal link between the immediate consequence and the incriminated action is an essential element for the existence of the offense, being proven by the materiality of the concrete act (ex re).

The form of guilt required by law in the case of offenses of counterfeiting currency, stamps or other values is intention, which in certain normative ways is qualified by purpose.

Apart from certain exceptions, the purpose and motive are not relevant to the existence of the offenses of counterfeiting currency, stamps or other values, but they can be taken into account when judicially individualizing the punishment.

Forms and sanctions. All offenses of counterfeiting currency, stamps or other values are susceptible to preparatory and attempted acts, being committed offenses, with slow and intentional execution.

Preparatory acts, although possible, are not criminalized, with the exception of possession of instruments for the purpose of counterfeiting values, the offense that contains some specific preparatory acts, indirectly criminalized by sanctioning this autonomous offense.

Attempt is punished in the case of these acts, except in the case of possession of instruments for counterfeiting values.

Offenses of counterfeiting currency, stamps or other values are consumed when the execution of the incriminated action is completed and the immediate consequence occurs, namely the state of danger for the social relationships of trust protected by criminal law.

These offenses can take on a continuous form (the case of counterfeiting or making values) or a continuous form (the case of possessing instruments, materials or equipment for counterfeiting values), a situation in which a moment of exhaustion occurs that coincides with the accomplishment of the last material act or with the completion of the criminal activity maintained over time.

Regarding the sanctioning regime, the main penalties are of a custodial (imprisonment) or pecuniary (fine) nature, with the complementary penalty of prohibiting the exercise of certain rights also being provided for, in certain cases. When the perpetrator pursues a patrimonial benefit, in addition to the prison sentence, a fine may also be applied.

Connection with other offenses. The offenses of counterfeiting currency, stamps or other values ​​are sometimes committed by criminal groups, in a hierarchical and specialized organized framework, being closely related to the initiation or establishment of an organized criminal group, acts provided for by art. 367 of the Criminal Code.

Also, counterfeiting currency or other values ​​may be related to offenses related to drugs, pimping or trafficking in persons and minors, usually by distributing counterfeit currency or other values ​​in the criminal environment, with the aim of deceiving the trust of the person who receives them (for example, buying drugs or sexual services with counterfeit money) or by using the benefit obtained to finance these illicit activities (for example, supplying drugs through the use by the trafficker of good money obtained from the sale of counterfeit money).

4. Aspects of criminal procedure and criminalistics
Competence of judicial bodies regarding the investigation of offenses of counterfeiting currency or other values. Competence of criminal prosecution bodies. Criminal prosecution in the case of counterfeiting of currency or other values, with the exception of stamps and postal papers, is carried out by specialized prosecutors from the Directorate for the Investigation of Organized Crime and Terrorism Offences. Territorial jurisdiction belongs to the Central Structure of the Directorate for the Investigation of Organized Crime and Terrorism Offences, headquartered in Bucharest and its territorial structures (services and offices) at the scene of the crime, at the place where the suspect or defendant was caught, at the home of the suspect or defendant, a natural person, or at the headquarters of the defendant, a legal person, at the time the offense was committed, at the home or headquarters of the injured person.

In the case of counterfeiting of stamps or postal papers, criminal prosecution is carried out by the investigative bodies of the judicial police under the supervision of prosecutors from the prosecutors' offices attached to the local courts. Territorial jurisdiction belongs to any criminal investigation body among those competent according to art. 41 paragraph (1) of the Code of Criminal Procedure.

Competence of courts. During the trial stage, the tribunal court is competent to judge, in the first instance, offenses concerning the counterfeiting of currency or other values, with the exception of the counterfeiting of stamps or postal papers, this court being competent to judge offenses for which the criminal prosecution is carried out by the Directorate for the Investigation of Organized Crime and Terrorism Offences. As regards the counterfeiting of stamps or postal papers, the competent court is the local court.

Territorial jurisdiction lies with tribunal court or local court at the place where the offense was committed, at the place where the suspect or defendant was caught, at the residence of suspect or defendant, who is a natural person, or at the headquarters of the defendant, who is a legal person, at the time when the act was committed, at the residence or headquarters of the injured person.
Criminal prosecution activity in the case of counterfeiting of currency or other values. Crime scene investigation. When the activity of counterfeiting currency or other values is carried out in a specially arranged space, by using instruments, devices, equipment or materials suitable for counterfeiting such values, the criminal investigation body or the court, during the trial, may order an on-site investigation in order to determine and clarify factual circumstances that are important for establishing the truth.
Crime scene investigation involves the thorough application of all tactical, methodical and technical principles for discovering and fixing traces of the crime. On this occasion, objects and documents that can serve as material evidence in the case may be seized, such as metal coins, banknotes, credit instruments, cards, stamps or postal papers, which are suspected of having been forged, or various forms of search may be carried out.

Expertise. As regards the counterfeiting of currency or other values, when it is necessary to ascertain, clarify or evaluate facts or circumstances that are important for finding the truth in the case, upon request or ex officio, the investigating body or the court, during the trial, may order the performance of a forensic examination, such as a traceological examination (in the case of metal coins), a technical examination of documents (in the case of banknotes, securities and stamps) and an examination of applications and computer data (in the case of cards).

In a first stage, metal coins and national banknotes, euro or other suspicious currencies are submitted for examination to the National Bank of Romania by the National Central Office for Combating Counterfeiting Currency, being returned to the latter, after the examination has been completed, together with an examination report. Subsequently, the judicial body may separately order a forensic examination, which may be carried out by the National Institute of Forensic Science within the General Inspectorate of the Romanian Police or by the National Institute of Forensic Science under the Ministry of Justice.

As regards credit instruments, stamps or cards suspected of forgery, forensic examination may also be carried out by the National Institute of Forensic Science within the General Inspectorate of the Romanian Police, by the National Institute of Forensic Science under the Ministry of Justice or by other specialized institutions (for example, the National Institute for Research and Development in Informatics). Stamps may also be examined by Romfilatelia S.A., as an institution issuing stamps and postal papers.

Special methods of surveillance or investigation. Counterfeiting of currency or other values is associated with economic and financial offenses, being considered an activity specific to organized criminal groups, at national and cross-border level, which requires the use of special investigation methods, adapted to the dangerousness and the capacity to improve of such criminal groups.

The offenses of counterfeiting currency, stamps or other values, including the offenses of counterfeiting non-cash payment instruments, are part of the scope of application of the legal provisions on special methods of surveillance or investigation (art. 138-153 of the Code of Criminal Procedure).

Art. 138 para. (1) of the Code of Criminal Procedure lists the special methods of surveillance and investigation, which are the following: interception of communications or any type of remote communication; access to an information system; video, audio or photographic surveillance; location or tracking by technical means; obtaining data on a person's financial transactions; detention, surrender or search of postal items; use of undercover investigators and collaborators; authorized participation in certain activities; supervised delivery; obtaining traffic and location data processed by providers of public electronic communications networks or providers of electronic communications services intended for the public.

Preservation of computer data. Offenses concerning the counterfeiting of currency or other values ​​also have a digital side, which results including from the way in which counterfeit values ​​are put into circulation and acquired, including non-cash payment instruments, counterfeiters or holders of counterfeit values ​​trading these values ​​or procuring instruments, materials, devices or equipment, usually through criminal networks in the online environment, known as the "darknet". In these conditions, it is necessary to take special measures to collect evidence in the virtual environment, by preserving computer data.

This measure is ordered by the prosecutor, ex officio or at the request of the criminal investigation bodies, for a period of no more than 60 days, and also covers information traffic data that is in the possession or under the control of a provider of public electronic communications networks or a provider of publicly available electronic communications services.

Search. In the case of offenses of counterfeiting currency or other values, evidence, namely objects or documents, including computer data, may be discovered and collected through the categories of searches regulated in art. 156 of the Code of Criminal Procedure, namely home search, body search, computer search, search of a vehicle.

A home search is ordered, during the criminal investigation, at the request of the prosecutor, by the judge of rights and freedoms of the court that would have jurisdiction to judge the case in first instance or by the court corresponding in degree to that in whose jurisdiction the headquarters of the prosecutor's office is located, and during the trial, ex officio or at the request of the prosecutor, by the court entrusted with judging the case.

A body search may be ordered by the prosecutor, the criminal investigation body, a judge or any authority with responsibilities in ensuring public order and security (public order police officer, border police officer, local police officer, gendarme) and may only be carried out by a person of the same sex as the person being searched, with respect for human dignity.

A search of a vehicle, like a body search, may be ordered by the prosecutor, the criminal investigation body, a judge or any authority with responsibilities in ensuring public order and security.

The computer search is ordered, during the criminal investigation, at the request of the prosecutor, by the judge of rights and freedoms of the court that would have jurisdiction to judge the case in first instance or of the court corresponding in degree to that in whose jurisdiction the prosecutor's office is located, and during the trial, the court orders it, ex officio or at the request of the prosecutor, the parties or the injured person.

Seizure of objects and documents. Counterfeit values ​​and instruments, materials, devices, equipment (hardware or software) or computer data used for counterfeiting values ​​or held for the purpose of counterfeiting, may be handed over or communicated voluntarily by the natural person or legal entity in whose possession or under whose control they are, under the taking of evidence, or may be forcibly removed by the criminal investigation body or the court of law, which are obliged in any situation to remove the objects and documents that may serve as evidence in the criminal trial.
Hearing of suspect or defendant. In the case of offenses involving the counterfeiting of currency or other values, the suspect may be any person who meets the conditions of criminal liability, regarding whom there is a reasonable suspicion of having committed one of the acts provided for in Articles 310-316 of the Criminal Code, and the defendant is the person against whom criminal proceedings have been initiated, after the case has been ordered to continue the criminal investigation against the suspect.

In order to question the suspect or defendant, the criminal investigation body must thoroughly study the case file, form a complete picture of the suspect or defendant's personality and develop a questioning plan that mainly involves establishing the issues to be clarified and the questions to be asked

Regarding the manner of questioning, the suspect or defendant is allowed to say everything he wants about the act provided for by the criminal law of which he has become aware, after which he may be asked questions by the criminal investigation body. The questioning will take place in a sober setting, favorable to confession and confession, meaning that the criminal investigation body must have a dignified and positive attitude, respect the suspect or defendant's right to defense and allow the presence of a lawyer.

The suspect or defendant's statement is recorded in writing, being recorded with audio or audio-video technical means. When registration is not possible, this aspect shall be recorded in the statement, indicating the reason for the impossibility.

Hearing of injured person. In the case of offenses concerning the counterfeiting of currency or other values, the injured person may be the institution issuing currency or other values or the bona fide person who receives counterfeit currency or other values or the person whose data is used to clone the card held by it, for the purpose of carrying out a fraudulent financial transaction, thus causing damage.

In order to conduct the hearing, the criminal investigation body must know the elements of the file, the personality of the victim and draw up a hearing plan, with general, clarifying or detailed questions, intended to outline the image of the offender, the relations between the offender and the victim, the criminal activity, as well as the damage suffered by the victim, from a perspective as close as possible to the legal truth.

As for the manner of hearing, the injured person is allowed to declare everything he wants regarding the alleged criminal act that is the subject of the investigation, after which he can be asked questions by the criminal investigation body. The place of hearing must be conducive to obtaining complete and real statements, and the criminal investigation body must have a dignified and positive attitude, to inspire authority and trust in the victim.

The statement is recorded in writing and is recorded by audio or audio-video technical means, if the criminal investigation body considers it necessary or if the injured person has expressly requested it, and the technical equipment allows it.

Hearing of witnesses. Any person who has knowledge of facts or circumstances of fact that constitute evidence in a criminal case may be heard as a witness, except for the parties and the main procedural subjects.

In order to hear the witness, the criminal investigation body will thoroughly study the case file, will inform itself about the witness, including vulnerabilities, and will draw up a hearing plan, which will record the issues to be clarified and the questions to be asked. The hearing of the witness must take place in a solemn, positive setting, which will facilitate the obtaining of truthful and complete statements, and implicitly the discovery of the legal truth.

During the criminal investigation, before each hearing, the judicial body is obliged to inform the witness that has the right not to declare facts or factual circumstances that, if known, would incriminate.
The witness is allowed to declare everything knows about the facts or factual circumstances for which has been proposed to prove, and then questions may be asked. Each witness is heard separately, without other witnesses being present, and may be assisted by a lawyer.

The witness's statements are recorded in writing, and during the criminal investigation, they are recorded by audio or audio-video technical means, if the criminal investigation body considers it necessary or the witness expressly requests it and if recording is possible.
Confrontation. When the persons heard – the parties, the main procedural subjects, experts, witnesses – contradict each other in their statements, the criminal investigation body may order their confrontation. In this regard, the confronted persons are heard again only with regard to those facts or circumstances of fact on which there are contradictions. The confronted persons may be allowed to ask each other questions. The questions and answers resulting from the confrontation activity will be recorded in a report.

Reconstitution. As regards the counterfeiting of currency or other values, the criminal investigation body may order the reconstitution, in whole or in part, of the manner and conditions of the counterfeiting, in order to verify the veracity of certain evidence – mainly, the statements – or to establish certain essential factual circumstances.
Security features of currency or other values. Security features of metal coins. The metal coin is protected from falsification (alteration or counterfeiting), by precisely establishing the technical data, such as the diameter, thickness, weight and composition, by the appearance of the edge (margin), by the technologies and metal combinations used in the production process, but also by the structural characteristics of strength and shape.

Security features of banknotes. The national banknotes in circulation have the following security features: the texture and composition of the support; transparent window; watermark; security thread; overlay elements; iridescent strip; microtext; printing visible in ultraviolet light; gold printing; embossed printing; latent image; bichromatic ink; microperforations.

The security features of the Eurozone banknotes in circulation are: the texture and composition of the support; embossed printing; watermark; security thread; hologram; bichromatic ink; printing visible in ultraviolet and infrared light; transparent window; opaque window, with luminous effects; microtext.

Security features of check. To prevent counterfeiting, special paper must be used for check forms, which must comply with certain technical specifications, and issuing credit institutions must ensure that the paper used as a printing medium will incorporate certain security elements, such as the continuous dual-tone watermark and the melange of security fibers, from the production phase. Other security requirements are the absence of mass fluorescence when examined with ultraviolet light and chemical treatment of the paper to highlight attempts to alter the writing, after completing the check form.

At the same time, issuing institutions must assign a series and a number to the check (reference) and apply certain security graphic elements to the printing medium such as guilloches, mono or multicolor personalized raster, wave microtext, relief with variably deformed line thickness modulation in spot colors, as well as combinations thereof. At least two security inks with special properties must be used when printing the check.

The dimensions of the check are: length 190 mm and height 95 mm, and the deviations cannot exceed 1 mm.

Security features of bank card. The bank card includes several identification and security features that prevent counterfeiting or fraudulent use of this payment instrument, such as: on the front – the name and logo of the issuer; the card logo; the account number, the holder’s name, the expiration date (these data are usually embossed); the chip for storing identification and financial data; on the back – the magnetic strip that has the same function of storing data and the three-digit code (CVV); the white strip for the holder’s signature; the hologram that is part of the card’s mass and can also be positioned on the front.

The bank card is made of plastic, with a length of 85.60 mm, a height of 53.98 mm and a thickness of 0.76 mm.

Security features of postage stamps. To make it more difficult to forge postage stamps, through alteration or counterfeiting, as well as to prevent fraudulent use, various security elements have been applied over time, such as: a watermark inserted into the paper mass or printed on its surface; a colored or colorless security background; imperceptible graphic signs; control numbers for recording the quantities of stamps issued, printed on the back and established based on a complex system; varnished stripes, sensitive to stamp erasure actions; the use of inks that dissolve upon contact with water; validation signs that mark the quantities of stamps legally held by the post office, when large quantities were stolen; inscriptions (mentions) applied on the back. Also, the composition of the paper, the printing method, the type of ink, the design (graphics), the lace and the stamp play a very important role in preventing counterfeiting and fraudulent reuse of stamps. Stamps and postage stamps come in various sizes, shapes, and graphic elements.

Methods of counterfeiting currency or other values. Methods of counterfeiting metal coins. Counterfeiting of the metal coins is carried out by casting (pouring molten metal into a coin mold), stamping (imprinting the mold pattern on the coin blank by repeated striking) or electroplating (reproducing the authentic coin in relief by covering it or the coin mold with a metal layer using electrolysis). Alteration of metal coins, as a method of falsification, can be achieved by direct actions of removing or modifying some graphic elements, by destratification (corroding), using electroerosion (removing a superficial layer from the metal support by electrical discharges).

Methods of counterfeiting banknotes. Banknotes can also be counterfeited by alteration, with the aim of increasing the value, by a mechanical or chemical action to remove the initial value, by scraping, erasing, corroding, washing or covering, and writing a higher value or by adding numbers.

Over time, banknotes have been counterfeited by photocopying with black and white ink and using a color marker, by photocopying with color ink or printing on a color printer, with inkjet or laser, and by the "press technique", which involves scanning and actually printing the banknote, producing a faithful imitation, difficult to detect. Current technologies, including those specific to artificial intelligence, have facilitated the improvement of counterfeiters and the increase in the volume of counterfeits, even if the issuing authorities have introduced new protection elements.

Methods of counterfeiting checks. Forgery by altering the check form can be achieved by erasing the written or printed text, respectively by scraping or erasing or by chemically washing the text, but also by adding text, namely by modifying or writing some letters or numbers. Alteration of the check, in its materiality, can be carried out by modifying or removing any component element described by the technical norms in force.

Checks can be counterfeited by photocopying the authentic check form, using black-and-white or color ink copiers, or by printing, using jet or laser printers, black-and-white or color, after the form has been scanned beforehand. Modern forgery methods are similar to those applied to banknotes, including in terms of imitating security features.

Methods of counterfeiting bank card. Counterfeiting of the bank card is carried out by means of fraudulent methods of obtaining identification data from the authentic card, namely "skimming" (reading data from the magnetic strip of the authentic card by using a special device, mounted on the ATM or POS terminal, and capturing the PIN code by using a mini-video camera or a modified keyboard) and "phishing" (obtaining identification data through a cloned web page). The identification data thus obtained are written on a new (blank) medium, the authentic card being cloned.

Alteration of the card can be achieved by removing the data written on the obverse, respectively by scraping off the numbers, letters and printing other data using a thermal transfer printer, a process accompanied by erasing the data from the magnetic strip and rewriting it with data already held by a legitimate holder. The method of heat flattening embossed inscriptions and printing other data in relief, followed by erasing and recoding the magnetic strip, can also be used.

Methods of counterfeiting postage stamps. In the matter of postage stamps, counterfeits can be committed in philatelist fraud or in postal fraud. Counterfeits in philatelist fraud are produced more by methods specific to counterfeiting, having as their object philatelic collector's items, usually of very high value, and those in postal fraud are produced by altering, modifying the content, in order to reuse stamps used for franking correspondence and which have been canceled by stamping.

Methods of counterfeiting in postal fraud are: scraping, erasing, corroding, washing, covering the stamp impression and recomposing by juxtaposition; counterfeiting stamps by copying or by scanning and printing on a printer.
5. Relevant jurisprudence
ECHR jurisprudence. In the field of crime, including counterfeiting currency or other values, the Court's jurisprudence does not usually examine the criminalization of the acts themselves, but the way in which they were investigated and tried, in relation to the guarantees established by the Convention for the Protection of Human Rights. The case of Grba v. Croatia concerns the violation of the right to a fair trial (art. 6 of the Convention) and the violation of the right to private life and correspondence (art. 8 of the Convention), in the context of the investigation and trial by the Croatian authorities of acts of counterfeiting euro currency.

National jurisprudence. At the national level, courts have issued numerous decisions on the subject of counterfeiting currency or other values, some of which have contributed to the establishment of a uniform practice. In this matter, most of the controversial aspects have been clarified by case law, with few solutions open to criticism.

6. Elements of comparative law
In foreign criminal law, the offenses of counterfeiting currency or other values mainly concern social relations regarding public trust, economic and financial security, the safety of currency and their circulation.

In the member states of the European Union, but also in other third countries, the following acts are expressly or indirectly criminalized: counterfeiting currency, credit instruments, payment instruments and stamps; putting into circulation and holding or receiving counterfeited values; fraudulently manufacturing currency or other values; producing or holding instruments, materials or computer programs for counterfeiting values; counterfeiting foreign values.

Apart from Romania, Estonia and Latvia, which use only the general notion of falsification in the legal text, the other states make direct reference to the methods of falsification, namely counterfeiting and alteration. Some states criminalize alteration only in the event of an increase in apparent value (Cyprus, Switzerland, Germany, Italy, Portugal, Slovakia).

Counterfeiting currency or other values by an organized criminal group constitutes an aggravated variant in several states, including Austria, Germany, The Czech Republic, Spain and Hungary.

Most states sanction the offenses of counterfeiting currency or other values with penalties such as imprisonment and a fine. The harshest punitive regime is found in Cypriot legislation, which punishes counterfeiting of currency with life imprisonment.
7. De lege ferenda proposals
The possibility of introducing participation in an organized criminal group as an aggravating circumstance. The organized criminal group usually targets serious offenses, such as the offenses of counterfeiting currency or other values. The group operates in the country or across borders, on the territory of another state, and may specialize in committing a single type of offense or may pursue the commission of several types of offenses related to each other.

The understanding between the members of the organized criminal group, the complexity of the criminal relations between them, which may extend even beyond the borders of the country, as well as the large profit obtained from the criminal activity, often reinvested to consolidate the group and support criminal plans, give the offense-purpose an increased seriousness, likely to make society vulnerable as a whole, through the magnitude of the negative consequences and the difficulty of measures to combat the criminal phenomenon.

Counterfeiting of currency or other values is one of the specific areas of organized crime, which is closely related to other offenses in the same criminal sphere, such as drug trafficking, human trafficking or child trafficking. By counterfeiting currency or other values, criminal groups support various illicit activities, thus contributing to encouraging and maintaining a criminal climate in society.

The particular gravity of counterfeiting currency or other values by members of an organized criminal group has led many European Union states to impose more severe penalties for counterfeiting currency or other values committed in this circumstance. Among the Union member states that regulate such an aggravated variant are Austria, Germany, Spain, The Czech Republic and Hungary.

In the Romanian Criminal Code, the organized criminal group does not represent an aggravating element of counterfeiting currency or other values.

Therefore, it is necessary to impose stricter sanctions for counterfeiting currency or non-cash payment instruments, in the event of the act being committed by members of an organized criminal group.

Under these conditions, we propose de lege ferenda to introduce into the normative content of the offense of counterfeiting currency, provided for by art. 310 of the Criminal Code, the aggravated variant that concerns the commission of the act by an organized criminal group, with the following text: "If the acts provided for by par. (1) and (2) were committed by members of an organized criminal group, the punishment is imprisonment from 5 to 12 years and the prohibition of the exercise of certain rights".

We also propose de lege ferenda to introduce into the normative content of the offense of counterfeiting credit instruments or payment instruments, provided for by art. 311 of the Criminal Code, of the aggravated variant concerning the falsification of non-cash payment instruments by an organized criminal group, with the following text: "If the act provided for by par. (2) was committed by members of an organized criminal group, the punishment is imprisonment from 5 to 12 years and the prohibition of the exercise of certain rights".

The possibility of introducing particularly serious consequences as an aggravating circumstance. The offences of counterfeiting currency or other values are likely to endanger or even cause serious damage to the economic and financial system, consequences that must be sanctioned accordingly. These offenses may also harm the institutions issuing currency or other values, but also bona fide persons who receive counterfeit currency or other values or who are victims of fraud involving counterfeit non-cash payment instruments.

By virtue of its cross-border nature, counterfeiting currency or other values can affect the european financial system and the economy of the European Union as a whole, with significant damage affecting all member states and citizens, who may become victims of counterfeiters of euro currency or other currencies.

Causing significant damage by counterfeiting values was first provided for as an aggravating circumstance in the Penal Code of 1937, as amended in 1960, which punishes, with death and total confiscation of property, the act of counterfeiting currency or credit instruments that could have caused or has caused significant damage to the financial system. This aggravating circumstance of counterfeiting currency or other values was then taken over in the Penal Code of 1969, only for the legislator to subsequently exclude it from the regulation of the Penal Code of 2014.

Therefore, counterfeiting currency, credit instruments, non-cash payment instruments, stamps or postal papers, circulation of counterfeit values and fraudulent issuance of currency should be punished more severely if they have produced particularly serious consequences.

Under these conditions, we propose de lege ferenda the introduction into Chapter I, "Counterfeiting of currency, stamps or other values" of Title VI, "Offenses of forgery" of a new article to regulate the aggravated version regarding the particularly serious consequences produced by the counterfeiting of currency or other values, as well as related offenses, with the following text: "If the acts provided for by art. 310, art. 311, art. 312, art. 313 and art. 315 have produced particularly serious consequences, the special limits of the punishment provided for by law shall be increased by half".
The possibility of expressly providing for the methods of falsification, counterfeiting and alteration. Falsification is, in essence, an alteration of the truth, of something with evidentiary properties, which can create terminological confusion in the content of legal texts that also target its meaning of counterfeiting. This is also the reason why in the historical regulation of the Criminal Code of 1865 a distinction is made between the action of counterfeiting and that of falsification.

Subsequently, in the Criminal Code of 1937, until 1960, the legislator expressly criminalized the alteration or counterfeiting of currency or other values, avoiding any kind of confusion related to the meaning of the notion of falsification.

Currently, Romania, Estonia and Latvia only provide for the action of counterfeiting currency or other values, without distinguishing between the two modalities. All other states of the European Union, however, distinguish between the alteration and counterfeiting of currency or other values.

Under these conditions, we propose de lege ferenda to modify the normative content of the offenses provided for by art. 310, 311 and 312 of the Criminal Code, in the sense of replacing the term falsification with the terms counterfeiting and alteration, as criminalized actions.
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