IOT SECURITY ASSURANCE IN SMART
HOMES

Rezumat

Teza de doctorat analizeazi procesul de monitorizare in locuintele inteligente, propune o
soluie de verificare a vulnerabilititilor pentru aplicatiile si dispozitivele utilizate in mediul
rezidential, elaboreaza un model de evaluare a locuintelor inteligente si urméreste comportamentul
locuitorilor in ceea ce priveste actiunile intreprinse la nivel de securitate. Sunt prezentate trei
capitole introductive care stabilesc cadrul teoretic al cercetirii, abordand conceptele fundamentale
de Internet of Things si locuinte inteligente, aspectele esentiale ale securititii sistemelor
inteligente, precum si rolul monitorizarii in detectarea $i gestionarea riscurilor, Contributia proprie
este structuratd in trei parfi complementare, care abordeaza securitatea si inteligenta locuintelor
smart din perspective tehnice, evaluative §i empirice. Este prezentati o solutie capabild si
identifice vulnerabilititile existente la nivelul dispozitivelor si aplicatiilor utilizate intr-o locuinta
inteligentd, oferind, in cazul detectirii unor probleme, recomandiri si sugestii de remediere. Este
propus un model de evaluare a gradului de inteligenti al locuintelor smart, fundamentat pe sase
factori relevanti, model care este validat prin aplicarea acestuia pe un esantion de 100 de locuinte.
Sunt analizate rezultatele unui sondaj completat de 156 de respondenti, axat pe actiunile de
securitate adoptate §i pe modul in care conceptele teoretice de securitate sunt inelese si aplicate in

practica.
Summary

The doctoral thesis analyzes the monitoring process in smart homes, proposes a
vulnerability checking solution for applications and devices used at home, presents a smart home
evaluation model and tracks residents' behavior regarding security actions taken. There are three
introductory chapters that establish the theoretical framework of the research, addressing the
fundamental concepts of the Internet of Things and smart homes, the essential aspects of smart
systems security, as well as the role of monitoring in detecting and managing risks. The own

contribution is structured in three complementary parts, which address the security and intelligence



of smart homes from technical, evaluative and empirical perspectives. A solution is presented
capable of identifying existing vulnerabilities in devices and applications used in a smart home,
offering, in case of detecting problems, recommendations and suggestions for remediation. A
model for evaluating the degree of intelligence of smart homes is proposed based on six relevant
factors, a model that is validated by its application on a sample of 100 homes. The results of a
survey completed by 156 respondents are analyzed, focused on the security actions adopted and

on the way in which theoretical security concepts are understood and applied in practice.
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